Approving Officials (AO) Recertification Guide
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	In order to access eLOCCS Approving Official (AO) functions, the AO must have a valid REAC (Secure Systems) User ID/password and appropriate Secure Systems LOCCS roles (QRY, ADM) assigned.


To access Secure Systems, cut and paste URL below or click <here>  (Figure 4-52).
http://portal.hud.gov/hudportal/HUD?src=/program_offices/public_indian_housing/reac/online
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Figure 4‑52. Secure Systems Launching Page

Select <Login here> for the Secure Systems Log in page (Figure 4-53).
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Figure 4‑53. Secure Systems User Log in

Enter your Secure Systems ID/Password.

Select <Login> for the Secure Systems Main Menu (Figure 4-54).
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Figure 4‑54. Secure Systems Main Menu

A list of HUD systems you are authorized for will display on the Main Menu.  Select the <Line of Credit Control Systems (eLOCCS)> link and the eLOCCS Log-in page will appear (Figure 4-55).
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Figure 4‑55. eLOCCS Log In

For Approving Officials only, enter your LOCCS ID and leave Password blank.  The LOCCS ID is printed on the recertification letter AOs receive every 6 months.  

For dual users (LOCCS User and AO), enter your LOCCS User ID and password.

After clicking <Log In>, dual users will go straight to the LOCCS Authorization page (Figure 4-57).   AOs only (who left password blank) will be presented with a screen to enter their SSN (Figure 4-56).
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Figure 4‑56. Enter AO Only SSN

After entering SSN and clicking <OK> the LOCCS Authorizations page (Figure 4-57) will display.
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Figure 4‑57. AO Authorizations

LOCCS dual users will have Business Partner(s) they are authorized for listed first, and an Approving Official Functions link listed last.  Users who are just AOs, will only have the Approving Official Functions link listed.

Clicking on the <Approving Official Functions> link, will display the Approving Official Menu (Figure 4-58).
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Figure 4‑58.  Approving Official Menu

The Approving Official Menu only has two menu options.  Select <User Portfolio> to see the users who are assigned to you for recertification and their status (Figure 4-59).
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Figure 4‑59. AO User Portfolio

The AO User Portfolio will display the certification status, effective date and last accessed information for each person assigned to the AO.  Users, who need to be recertified now, will have a clock icon next to their certification status.  Users who do not need recertification, will have a green check next to their status along with the date their next recertification is due.

On the top of the page is a “Click this link . . “ link.  Clicking <this link> will display general LOCCS Approving Official information (Figure 4-60).
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Figure 4‑60.  AO Information

From the AO Menu, clicking the <User Certification> link will result 1 of the below responses;

1)  If recertifications are not due for your staff, a message to that effect is displayed.

2) If you have received a LOCCS recertification letter that includes a recertification control number, the enter control number screen is displayed (Figure 4-61).
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Figure 4‑61. Enter Recertification Control No.

After entering in the recertification control number and selecting <Submit> the user recertification page is displayed (Figure 4-62).
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Figure 4‑62.  User Recertification

All users who need recertification are displayed.  The AO has the option of Approving, Terminating or doing nothing with each user.  A convenient Approve All check button is above the user list to quickly mark all users as approved.  If a terminate user radio button is selected, LOCCS will prompt an “Are you sure” box to confirm each terminated user.

After making recertification selections, select the <Submit> button.  LOCCS will prompt for any terminate user selections and then display the User Portfolio screen which will show the results of your recertification actions (Figure 4-63).
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Figure 4‑63. User Portfolio

Frequently Asked AO Questions

· Can I add users during the recertification process?
No, this process can only be used to perform recertification actions which will allow you to approve existing users for continued access in the eLOCCS system or terminate an existing user from the eLOCCS system. If you need to add a new users, please refer to the instructions found here: http://portal.hud.gov/hudportal/HUD?src=/program_offices/cfo/loccs_guidelines
· I want to log in to eLOCCS but I don’t know my LOCCS ID. 

You are notified of your LOCCS ID in the letter informing you it’s time to recertify your LOCCS users.  If you have not received your 1st letter yet, or have thrown away your previous recertification letter, contact Jacqueline.D.Rooths@hud.gov
· I need to change my Approving Official.

Contact the LOCCS Security Office for Approving Official update instructions at (877) 705-7504.  Please note that the new approving official should be the CEO; BOARD OFFICER and/or of higher authority than the LOCCS user. 

· I have not received my Approving Official letter to recertify users.   

Please contact the LOCCS Security Office to verify your address, including to request another recertification letter be sent.  

· How do I terminate an existing eLOCCS user.

At the time of recertification, which occurs on 6 month cycles, you have the option of not recertifying the user in eLOCCS.  Also, termination of user can be processed through the LOCCS Access Authorization form (27054): https://portal.hud.gov/hudportal/documents/huddoc?id=27054.pdf 

· Can I become an Approving Official for more than one organization.  

Contact the LOCCS Security Office at (877) 705-7504.  

· My Secure Systems ID is not working.  

To prevent your Secure Systems ID from being deactivated, you must log in every 90 days.  Contact the REAC Technical Assistance at 1 (888) 245-4860 on status.
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